Trust In
Research
Using Digital
Devices

Katie Shilton

Work done with the PERVADE Project
April 20, 2023
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Digital data research, data science, and research backlash
Why Belmont and IRBs aren’t the whole answer

Parallels between ethnography and digital data research
Interventions for trustworthy digital data res
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A crisis of trust
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Fiesler, C., & Proferes, N. (2018). “Participant” Perceptions of Twitter Research Ethics. Social Media +
Society, 4(1). (Image credit: Darren Garrett for How We Get To Next).

Hemphill, Libby, Angela Schopke-Gonzalez, and Anmol Panda. 2022. “Comparative Sensitivity of Social
Media Data and Their Acceptable Use in Research.” Scientific Data 9 (1): 643.
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Data science and the “techlash”

Photograph by Stuart Isett/Fortune, CC BY-NC-ND 2.0, https://flic.kr/p/26tR1h9



https://flic.kr/p/26tR1h9

Empirical questions in data ethics

PERVADE is an interdisciplinary collaboration between seven researchers at
six institutions to answer empirical questions in data ethics.
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PERVADE

PERVASIVE DATA ETHICS




Studies of American data subjects = it
depends

Tech company researchers are collecting

. ' I osts about sexual habits, preferences or
Factorial Vlgnette >Urveys on Eehaviors thatiyou've shared on Facebook

contrasting platforms (Facebook, with the goal of personalizing advertising.

. . Posts you've deleted from Facebook wil
dating apps, Instagram, Reddit) be anal(yzed by humans. You will never be
your data was used in a study.

. notifie
. Acceptability depended on the
research domain, purpose of

research, and content collected

. But: consent and awareness of
data collection mattered across
scenarios and platforms

Sarah Gilbert, Jessica Vitak, and Katie Shilton. 2021. Measuring Americans’ Comfort With Research Uses of
Their Social Media Data. Social Media + Society 7, 3: 1-13. https://doi.org/10.1177/20563051211033824
Sarah Gilbert, Jessica Vitak & Katie Shilton. (In press). When Research Is the Context: Cross-Platform User
Expectations for Social Media Data Reuse. Big Data & Society.



https://doi.org/10.1177/20563051211033824




Ethnography and Data Science: More Similar
Than You’'d Think

No matter how unobtrusive, ethnographic research always
pries into the lives of informants. Participant-observation
represents a powerful tool for invading other people's way
of life. It reveals information that can be used to affirm

their rights, interests, and sensitivities or to violate them
(Spradley, 1980: 22).



Colonial
Legacy

WRITING PAST COLOMIALISM

SETTLER COLONIALISM
AND THE
TRANSFORMATION

OF ANTHROPOLOGY

The Politics and Poecngs
of an Exhnographic Event

PATRICK WOLFE




Tea Room
Trade




Data science
analogies:
surveillance
capitalism;
data justice

Tt

|  THE AGE OF
| SURVEILLANCE
CAPITALISM

SHOSHANA
ZUBOFF
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Excavating Trustworthy Digital Data Research

Participant Awareness Reflections on power
* Entrée e Unpacking the history of the
method

* Participant checking

» Collaborative ethnography * Diversitying the profession

e Studying up



Participant Awareness

Intentional

Private Public

Automatic

Shilton, K., Moss, E., Gilbert, S. A., Bietz, M. J., Fiesler, C., Metcalf, J., Vitak, J., & Zimmer,
M. (2021). Excavating awareness and power in data science: A manifesto for trustworthy
pervasive data research. Big Data & Society. https://doi.org/10.1177/20539517211040759.



https://doi.org/10.1177/20539517211040759

Participant Awareness

Shilton, K., Moss, E., Gilbert, S. A., Bietz, M. J., Fiesler, C., Metcalf, J., Vitak, J., & Zimmer,
M. (2021). Excavating awareness and power in data science: A manifesto for trustworthy
pervasive data research. Big Data & Society. https://doi.org/10.1177/20539517211040759.



https://doi.org/10.1177/20539517211040759

Participant Awareness

e [weets
e YouTube likes
e Reddit posts

Shilton, K., Moss, E., Gilbert, S. A., Bietz, M. J., Fiesler, C., Metcalf, J., Vitak, J., & Zimmer,
M. (2021). Excavating awareness and power in data science: A manifesto for trustworthy
pervasive data research. Big Data & Society. https://doi.org/10.1177/20539517211040759.



https://doi.org/10.1177/20539517211040759

Participant Awareness

e Tweets e Medical
e YouTube likes records
e Reddit posts e Texts
e Ecological
momentary
assessments

Shilton, K., Moss, E., Gilbert, S. A., Bietz, M. J., Fiesler, C., Metcalf, J., Vitak, J., & Zimmer,
M. (2021). Excavating awareness and power in data science: A manifesto for trustworthy
pervasive data research. Big Data & Society. https://doi.org/10.1177/20539517211040759.
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Participant Awareness

e Tweets e Medical e Surveillance
e YouTube likes records footage
e Reddit posts e Texts e Traffic data
e Ecological e Satellite
momentary Imagery
assessments e Social contact
traces

Shilton, K., Moss, E., Gilbert, S. A., Bietz, M. J., Fiesler, C., Metcalf, J., Vitak, J., & Zimmer,
M. (2021). Excavating awareness and power in data science: A manifesto for trustworthy
pervasive data research. Big Data & Society. https://doi.org/10.1177/20539517211040759.
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Participant Awareness

Tweets
YouTube likes
Reddit posts

Medical
records
Texts
Ecological
momentary
assessments

Surveillance
footage
Traffic data
Satellite
Imagery
Social contact
data

Phone
telemetry
Keystroke

lelele]lgle
|P address

lelele]lgle

Shilton, K., Moss, E., Gilbert, S. A., Bietz, M. J., Fiesler, C., Metcalf, J., Vitak, J., & Zimmer,
M. (2021). Excavating awareness and power in data science: A manifesto for trustworthy
pervasive data research. Big Data & Society. https://doi.org/10.1177/20539517211040759.
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Participant Awareness

Intentional

Private Public

Automatic

Shilton, K., Moss, E., Gilbert, S. A., Bietz, M. J., Fiesler, C., Metcalf, J., Vitak, J., & Zimmer,
M. (2021). Excavating awareness and power in data science: A manifesto for trustworthy
pervasive data research. Big Data & Society. https://doi.org/10.1177/20539517211040759.
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Participant Awareness

Depression got hands not gonna lie

Ima beat depressions ass today! Wish me luck

Share this Tweet




Participant Awareness

Connecting those pings reveals a Sy
diary of the person’s life.
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Twelve Million Phones,
One Dataset, Zero Privacy

By Stuart A. Thompson and Charlie Warzel
DEC. 19, 2019
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E VERY MINUTE OF EVERY DAY, everywhere on the planet, dozens of

companies — largely unregulated, little scrutinized — are

logging the movements of tens of millions of people with
mobile phones and storing the information in gigantic data files.
The Times Privacy Project obtained one such file, by far the largest




Robust De-anonymization of Large Datasets
(How to Break Anonymity of the Netflix Prize Dataset)

Arvind Narayanan and Vitaly Shmatikov

The University of Texas at Austin

February 5, 2008

Abstract

We present a new class of statistical de-anonymization attacks against high-dimensional micro-data,
such as individual preferences, recommendations, transaction records and so on. Our techniques are
robust to perturbation in the data and tolerate some mistakes in the adversary’s background knowledge.

We apply our de-anonymization methodology to the Netflix Prize dataset, which contains anonymous
movie ratings of 500,000 subscribers of Netflix, the world’s largest online movie rental service. We
demonstrate that an adversary who knows only a little bit about an individual subscriber can easily
identify this subscriber’s record in the dataset. Using the Internet Movie Database as the source of
background knowledge, we successfully identified the Netflix records of known users, uncovering their
apparent political preferences and other potentially sensitive information.




Reflecting on
Power

What consent was given for data?

Is personal information being revealed out of

Can individuals or vulnerable groups be
identified from your data, analysis, or product?

Can anonymized datasets be de-anonymized?

Does your data come from a particularly
vulnerable population?

Is it more likely to produce errors when it is
applied to a population that has historically
been harmed by such errors?

Does it help a less vulnerable population at the

Does the research design include members of
the population group it is targeted at helping?




Reflecting on
Power

From Treatment to Healing:
Envisioning a Decolonial Digital Mental Health

hin R. Pendse i . Bi Sushrut Jadhav
ia Institute of N;

brutality in the
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Design Intervention:
The PERVADE Decision Support Tool

How can we help data
science researchers
reflect on awareness
and power?




Research Design for
Trust

Research goals
- Whose interests are represented?
« Are there clear REB or disciplinary
guidelines?
Power and data extraction
« Studying up and down
- Representation

Data sources and contextual
expectations
- Data quadrants

« Acquisition methods (scraping,
APls, hacks)

« Norms of the collection context

;——‘-:\‘
PERVADE

Collection

The data that I'm working with for this project (please select all that apply):

D was collected with the informed consent of participants

D was collected without explicit informed consent of participants (e.g. is a reuse of publicly-available
data)

was produced knowingly and intentionally (e.g. Tweets)

|:| was collected without subjects' knowledge (e.g. location traces)
is public-facing (e.g. Tweets)

D has an expectation of privacy (e.g. text messages)

|:| has unclear privacy expectations

|:| was collected under a terms of service agreement that permits research

roduced knowingly and intentiona

all such data broadcast: it wa d in public, on purpose. Though this aisg ally understood
public, people may b e Su about this use of their data. We recomm you try to inc

informed consent, or if not po: e, other

ng it. We
ilts dire
of the PERVADE Conversation with Dr.

26



=

Research Design for

Data Storage and Processing

I r u S t | am storing my data (please select all that apply):

'] In an institutional repository

On local machines owned by my institution

* Sto ra ge a n d p ro C e S S i n g [ In cloud storage provided by my institution
° Se C u rity [} In cloud storage that | purchased
« Retention

. Analysis
- Binaries and categories
» Linking datasets
- Distressing inferences
« Harms for participants and beyond i v i i

. Sharing
- Deidentification challenges

- Balancing open science and data
protection

|:\ Destroy the data




esearch Prescriptions

Recommended Resources

These are the data ethics resources that have been recommeneded to you based on
your responses:

* Using pervasive data to train models or algorithms can raise ethical questions about
data quality, appropriateness and bias. For discussion of factors to consider, we

recommend the video of the PERVADE Conversation with Dr. Amandalynne Paullada.

click here

That's great. Users of even public platforms still express a preference for ¢

informed consent before participating in re ch. For a discussion of cor

data science research, we recommend the video of the PERVADE Conversation with
Dr. Camille Nebeker.

e values and norms of a soci tting, and may be the
dictor of hov ple react to r ch uses of their data. A
urce to start your exploration of social context is Michael Zimmer. 2018.
How Contextual Integrit n help us with Research Ethics in Pervasive Data.
Medium. Retrieved July 27, 2018 from here.

Have additional questions or maybe have a resource you would like to share
with us?

Contact the PERVADE team at pervadeischool@umd.edu

Visit the PERVADE Website

View this email in your browser

/A\
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PERVASIVE DATA ETHICS

Thank you for using the
PERVADE Data Ethics Tool!

Below you can find your results from your most recent completion of the data ethics
evaluation tool.

Your Diagnostic Score

50

Hard Mode: 39 - 60

To do this project ethically will take considerable time and effort. The project studies
individuals; it may use data we would label as "espionage"; the analysis involves
tricky binaries and potentially invasive conclusions; you haven't yet explored
contextual norms for analysis and sharing; you have plans to combine datasets or
share your data; and you're not yet sure of your discipline or profession's ethical
norms. These answers indicate that you have a very difficult task in front of you. We
recommend some homework to help you get started on this work. 1) Follow up with
the resources and guidelines provided throughout the quiz. 2) Try some design
fiction. Create a dystopian or worst case scenario for your research. What could go
wrong? Who could use your data or results for evil? Then work backwards to try to
mitigate some of those potential hazards. 3) Run a contextual integrity audit for your
project. See here to get started.

Recommended Resources

These are the data ethics resources that have been recommeneded to you based on
your responses:




Researchers

e Lead reflection on awareness
and power with students and
collaborators

« What does this look like?

« Getting to know
communities through time
spent

« Participatory research

« Ethics and positionality
sections in papers

« Studying up
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https://www.2luxury2.com/augmented-reflection-personal-data-mirror/

Professional organizations

e Establish norms and codes for
trustworthy data science

e Publish methodological
reflections

e Peer-checking

e Paper reviews
e Expect reflections on
awareness, power in the
methods sections of papers

30


https://www.leisurepro.com/blog/scuba-guides/pre-dive-safety-check/

Harnessing Existing Trust
Infrastructures: IRBs

 Building and relying upon
expertise, rather than
compliance

« An advisory role even for
data reuse?

« An educational role
through certification
requirements?



https://www.apa.org/pubs/journals/resources/call-for-reviewers

Going Forward

Digital device users are already
quite vulnerable

Data scientists, and the
organizations that support them,

can:
Embrace reflections on how to
decrease this vulnerability
Hold each other to higher ethical
standards.

Image by JasonGoto/ Flickr
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Thank you!

/A\
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PERVASIVE DATA ETHICS

PERVADE Project

Ethics & Values in Design (EViD) Lab

This research supported by National Science Foundation award 115-1704369.


mailto:kshilton@umd.edu
mailto:em683@cornell.edu
http://pervade.umd.edu/
http://evidlab.umd.edu/
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