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Disclaimer
It is up to the IRB, not the researcher, to approve use of electronic 

consent (eConsent) in human subjects research.

This presentation highlights the definition of eConsent and briefly 
mentions the use of two platforms (REDCap and DocuSign) for 
obtaining an electronic signature. This presentation is not an 

endorsement of either platform, nor the explicit use of eConsent in 
all research. Decisions as to the use of eConsent and what electronic 
signature capture platform is used depends on the type of study, the 

recruitment plan, and the approval of the IRB.



Goals
By the end of this seminar you should have an increased 
knowledge of:

1) eConsent misconceptions
2) The federal regulations and local policies concerning 

electronic signatures and documentation of consent in 
research

3) GCP, compliance, and IRB application considerations for 
eConsent use



Quiz: True or False?

eConsent is a waiver of documentation of consent
-False

eConsent is appropriate for minimal risk exempt studies
-False

You can use any electronic platform to capture an eConsent signature
-False

eConsent removes the need for delegating a study team member to 
consenting procedures
- BIG False! 45 CFR 46.116



eConsent at UMB- what is it?

• Is an electronic, verified alternative to the hand-written 
signature on a consent form document

• May be applied to non-exempt human subjects' research 
studies (MR or GTMR)

• Platform for obtaining electronic signature must be approved 
by UMB

• Plan involving eConsent must be approved by UMB IRB



eConsent at UMB- what is expected?
Written Documentation of Consent UMB HRPO SOP HRP-091

“5.4 Electronic consent
• Electronic consent document includes all elements in HRP 311 Criteria for Approval 

and Additional Considerations Section 8-Elements of Consent Disclosure
• The date of the electronic signature will be captured (N/A if waiver of 

documentation of consent is requested and justified).
• Electronic consent document/process allows subjects to proceed forward or 

backward or pause for review later.
• See HRP 311 Criteria for Approval and Additional Considerations for further 

informed consent process requirements for electronic consent.”

https://www.umaryland.edu/media/umb/oaa/hrp/documents/sops/HRP-091---SOP---Written-Documentation-of-Consent.docx


UMB HRP 311- Worksheet



Outside UMB eConsent Expectations

DHHS Regulations: (45 CFR § 46.117): Documentation of informed consent

FDA Regulations (21 CFR § 11): FDA Guidance on 21CFR11

Departmental policies?

Sponsor policies?

https://www.law.cornell.edu/cfr/text/45/46.117
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/part-11-electronic-records-electronic-signatures-scope-and-application


Electronic Signature- what is it?
Definition varies according to organization:
“OHRP permits electronic signatures if such signatures are legally valid within the jurisdiction 
where the research is to be conducted.” –DHHS Q&A

“IRBs, investigators, and sponsors should consider…how the electronic signature is created… 
[They] may rely on a statement from the vendor of the electronic system used for obtaining the 
electronic signature that describes how the signature is created and that the system meets the 
relevant requirements contained in 21 CFR part 11” –FDA/DHHS Q&A

“An e-signature means any electronic sound, symbol, or process, which is attached to or logically 
associated with a contract or other document, and which is executed or adopted by a person with 
the intent to sign that contract or document.” –UMB VI-99.04(A)

https://www.hhs.gov/ohrp/regulations-and-policy/guidance/use-electronic-informed-consent-questions-and-answers/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/use-electronic-informed-consent-questions-and-answers/index.html
https://www.umaryland.edu/policies-and-procedures/library/administration/policies/vi-9904a.php


UMB Policy IV-99.04(A)
Policy Regarding Electronic Signatures

“An e-signature on behalf of UMB is only valid if: it is executed by an individual with the intent 
and authority to sign on behalf of UMB and to bind UMB; it is unique to the person using it; it 
is verifiable; the verification information is retrievable and auditable; and the use of the e-
signature is under the sole control of the authorized signatory (or designee identified in 
writing by the authorized signatory)”

https://www.umaryland.edu/policies-and-procedures/library/administration/policies/vi-9904a.php


UMB Policy IV-99.01(A)
Policy Regarding Ownership, Management, and Sharing of Research Data

https://www.umaryland.edu/policies-and-procedures/library/research/policies/iv-9901a.php


eConsent- what is it not?

Electronic consent is not:
• a short form consent (still need UMB template consent)
• a waiver of documentation of consent (not verbal!)
• meant for exempt research
• a replacement for the consent process
• a replacement for a study team member



eConsent- when to use it?

• When paper option is not feasible 

• When the use of it is justified

• When use of it does not take away from the consent process

• If it potentially improves the consent process



eConsent- when NOT to use it?

• Participant pool has limited electronic resources/skill 
(elderly, economically disadvantaged, etc.)

• In lieu of low resources

• Without IRB approval

• Studies with high risk for fraudulent enrollment



eConsent is NOT a recruitment plan

Incentives + social media recruitment + low subject interaction= 
very risky

What is your enrollment monitoring plan? 

ICH GCP (R2)

Study team &
Participant 
interaction

Risk of fraudulent 
enrollment



271 surveys completed in 7 hours
94.5 % of responses fraudulent
86.7% of responses inconsistently verified
16.2% bot automated 

https://www.jmir.org/2020/10/e23021/



https://www.theverge.com/2021/9/24/22688278/tiktok-science-study-survey-prolific



eConsent does NOT remove 
eligibility assessment



Is eConsent risky?

• Potential for fraudulent enrollment depending on 
recruitment strategy

• Vulnerable populations
• Potential pressure to agree
• In person vs remote
• Device/platform may adversely affect comprehension



Is eConsent beneficial?

• May improve consent process
• Comprehension
• Engagement/outreach/access
• Documentation/QA/automated reporting
• Productivity

https://www.vumc.org/cehc/sites/default/files/2019-02-20%20CEHC_eConsent_Best_Practices_Handout.pdf


CICERO- UMB IRB application



CICERO- IRB application
considerations

• Process starts at recruitment and goes until the end of participation
• Pilot your eConsent process many times before implementing
• What about a copy of the consent?

• NOT the eSignature platform!



CICERO- IRB application
considerations

ICH GCP (R2)

• Talk back method? Quizzes?

• Consent process does not end with signing of eConsent!



CICERO- IRB application

• Upload full consent form draft here to be stamped
• Must use the HRPO consent form template



GCP Considerations

Reporting/Validation

Logs/Monitoring

Documentation/Recording

Revisions



DocuSign

• Use/look is fixed
• Research team explicitly involved in providing access to the consent via 

email “Template Option”
• “Powerform option” not appropriate for research; not GCP compliant
• Consent copy automatically sent to participant and research team via email 

through DocuSign
• Consent process described in CICERO must also include DocuSign process

• FDA regulated studies require 21CFR11 module of DocuSign $ 

https://umbcits-my.sharepoint.com/personal/casey_jackson_umaryland_edu/_layouts/15/onedrive.aspx?id=%2Fpersonal%2Fcasey%5Fjackson%5Fumaryland%5Fedu%2FDocuments%2FPresentations%2FBBAL%20eConsent%2FDocuSign%20after%20sign%20example%2Epdf&parent=%2Fpersonal%2Fcasey%5Fjackson%5Fumaryland%5Fedu%2FDocuments%2FPresentations%2FBBAL%20eConsent&ga=1


REDCap

• Use/look of consent depends on how REDCap is built 

• Access to consent may be research team or participant driven

• Consent process described in CICERO must include what you have built

• Need to build in mechanism to provide consent copy to participants

• Build for 21CFR11 compliance if FDA regulated

https://umbcits-my.sharepoint.com/personal/casey_jackson_umaryland_edu/_layouts/15/onedrive.aspx?id=%2Fpersonal%2Fcasey%5Fjackson%5Fumaryland%5Fedu%2FDocuments%2FPresentations%2FBBAL%20eConsent%2FREDCap%20EConsent%20look%2Epdf&parent=%2Fpersonal%2Fcasey%5Fjackson%5Fumaryland%5Fedu%2FDocuments%2FPresentations%2FBBAL%20eConsent&ga=1
https://www.nucats.northwestern.edu/resources/data-science-and-informatics/software-tools-development/econsent-fda---handout_final_02112021.pdf


UMB HRPO Website

OHRP Webinar on e-Consent

-Highlights need for participant driven navigation and pace through e-consent process

-Notes lack of standardization around e-consent 

-Outlines the benefits and concerns around e-consenting in person or remotely

-Promotes use of quizzes in the consent process (assess understanding)

-Discusses digital divide as a barrier to accessibility

https://www.umaryland.edu/hrp/for-researchers/ohrp-econsent.php


Questions?

Casey.Jackson@umaryland.edu

UMB IRB: hrpo@umaryland.edu

mailto:Casey.Jackson@umaryland.edu
mailto:hrpo@umaryland.edu
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