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POLICY STATEMENT 

Email accounts will be set up and maintained using the criteria specified in this policy to provide 

reliable and secure communication services to the University of Maryland School of Nursing 

(UMSON). 

 
RATIONALE 

 
It is the intent of the University of Maryland, Baltimore (UMB) Campus email system to provide 

faculty and staff with reliable and secure communication services. The system shall be used for 

communication purposes only, including individual and group email communications. It is not 

intended to be used as a programming environment. 

 
SCOPE 

 
All full-time UMSON faculty and staff (≥50 percent effort) are given first priority for 

creation/management of UMB Campus email accounts. Other UMSON personnel (<50 percent 

effort: affiliates, research assistants, teaching assistants, contractors, etc.) are given second priority. 

Individuals with dean emeritus and professor emeritus status and classified as UMSON faculty will 

have no expiration date for their UMB Campus email accounts. 

 

RELATED POLICIES, PROCEDURES, STATUTES, AND REGULATIONS  

School of Nursing Policies and Procedures 

 

 Guideline for UMSON Employees on Email Etiquette1 

  

                                                 
1 https://www.nursing.umaryland.edu/intranet/media/son/intranet/policies-procedures/Guideline-UMSON-

Employees-Email-Etiquette.pdf  

https://www.nursing.umaryland.edu/intranet/media/son/intranet/policies-procedures/Guideline-UMSON-Employees-Email-Etiquette.pdf
https://www.nursing.umaryland.edu/intranet/media/son/intranet/policies-procedures/Guideline-UMSON-Employees-Email-Etiquette.pdf
https://www.nursing.umaryland.edu/intranet/media/son/intranet/policies-procedures/Guideline-UMSON-Employees-Email-Etiquette.pdf


 

USM, UMB, or Other External Policies, Statutes, and Regulations 

 
The University of Maryland, Baltimore Center for Information Technology Services has published 
policies2 applicable to all UMB faculty, staff, students, and affiliates.  
 

CONTACTS 
 
Help Desk Phone Number: 410-706-HELP (4357) 

Help Desk Email: help@umaryland.edu 

 
DEFINITIONS 
 
NACS – Network and Computer Services 

 
Executable – software (a computer program) that can be run from the local computer, from the 

Web, or from a remote computer 
 

Programming Environment – software that can interface with the UMB Campus email system (in 

this case, software other than Microsoft Outlook or Microsoft Outlook Web Access) 
 

Shell – software that provides local or remote access to the computer operating system 

RESPONSIBILITIES Individual 

 Create and change secure password every 365 days or 90 days for individuals with access to 
sensitive data. 

 Protect email password. (Do not share with others.) 

 Maintain and manage total size of the email account. 

 Use email for UMSON-related business and communications. 

 Follow accepted guidelines3 for electronic communication. 

 Report email misuse or potential threats to security and integrity. 
 
UMSON NACS 

 Establish faculty and staff email accounts. 

 Assist with setting up personal folders. 

 Assist with email problems and issues. 

 Disable inactive email accounts. 

 Remove disabled accounts, along with any associated files on the system. 

 Troubleshoot email issues and take steps to resolve. 

 

If at any time UMB or UMSON network mail system managers believe that system security or 

availability has been compromised, they are responsible for taking necessary steps to address the 

situation. Necessary steps such as disabling an account, changing an account holder’s password, 

removing an account, removing any file from the system, or taking the full mail system out of service 

can be taken without prior notice. For example, an account holder has a compromised account (hacker 

has username and password), a virus or worm in their office system, or a laptop or other personal 

                                                 
2 https://www.umaryland.edu/policies-and-procedures/library/information-technology/policies/  

3 http://www.nursing.umaryland.edu/intranet/media/son/intranet/policies-procedures/Guideline-UMSON-

Employees-Email-Etiquette.pdf  

http://www.umaryland.edu/policies-and-procedures/library/information-technology/policies/
http://www.nursing.umaryland.edu/intranet/media/son/intranet/policies-procedures/Guideline-UMSON-Employees-Email-Etiquette.pdf
https://www.umaryland.edu/policies-and-procedures/library/information-technology/policies/
http://www.nursing.umaryland.edu/intranet/media/son/intranet/policies-procedures/Guideline-UMSON-Employees-Email-Etiquette.pdf
http://www.nursing.umaryland.edu/intranet/media/son/intranet/policies-procedures/Guideline-UMSON-Employees-Email-Etiquette.pdf


 

computing device that they connect with that is generating email or enters the email server and causes 

damage to the server or begins to use the server for another purpose. 
 

 
PROCEDURES 

 
A. System Monitoring 

 

 

1. Anyone using the UMB Campus email system expressly consents to having his/her 

activities monitored by systems personnel. 

 

2. If monitoring reveals possible evidence of criminal activity, the records of this monitoring 

will be provided to appropriate law enforcement officials. Examples of such behavior 

include running a for-profit, unauthorized business through the email system; deliberately 

engaging in creating, sending, or receiving sexually explicit email of the adult or child 

nature; and using the email system to initiate spam activities or cause other deliberate 

damage to the email system or Internet. 

 
B. Instructions for Initial UMSON Email Account Implementation 

 
Requests for new UMB Campus email accounts are processed via Help Desk ticket and must be 

made by the UMSON Office of Human Resources. 

 

1. The UMSON Office of Human Resources requests an email account by contacting the Help 

Desk via email at help@umaryland.edu or by phone at 6-HELP (6-4357) to open a work 

ticket for a faculty/staff email account. 

2. A member of the NACS team will review the ticket once it has been created and assigned 

by the Help Desk. 

3. The NACS team member will contact the person who submitted the ticket when the account 

has been created and will provide details of the new account. The NACS team member will 

also contact the new employee, provide details of the new account, and advise on how to 

access the UMB Campus email system. The NACS team member will then update and close 

the work ticket. 

 
C. Account Expiration and Deletion 

 

1. Account holders not accessing (not logging into) their UMB Campus email for six months 

or more will have their account disabled and will be unsubscribed from all UMSON 

distribution groups. 

2. Accounts that are inactive for an additional three months or more are subject to deletion 

from the system. The UMB Campus network and email account will be deleted and all files 

related to the account will be removed. Email and other files owned by the account holder 

will not be backed up for possible future restoration unless the account holder submits a 

written request to UMSON NACS. 

3. Account holders will have their accounts closed on their last day of employment unless an 

exception for earlier or later closeout (not to exceed 30 days) is granted in writing in 

advance of that date. No accounts are to remain in place for more than 30 days after the last 

date of employment. UMSON NACS will work with UMSON personnel to identify 

alternative methods of communication, if needed, beyond the 30-day limit. 

 
  

mailto:ithelp@son.umaryland.edu


 

D. Mailbox Size (Disk Quota) 
 

1. All UMSON faculty and staff with email accounts are responsible for maintaining and 

managing the total size of their UMB Campus Mailbox. 

2. The quota for the UMB Campus Mailbox is 99 GB. 

 

E. Password Maintenance 
 

1. Account Password Expirations 

a. Passwords on UMB Campus accounts expire every 365 days or 90 days, at which 

time the account holder must provide a new, secure password to regain access to the 

system. 

b. The account holder will receive a warning that the password is about to expire each 

time the user logs into any PC (located on the UMB campus. 

c. An email warning will be received from the campus email system approximately 

two weeks prior to expiration. 

d. Secure passwords contain at least nine characters and include a combination of upper-

and lowercase letters and at least one number and one character. See Appendix A for 

examples of appropriate passwords. 

2. Account Password Change and Change Requests 

a. Users should change their passwords by visiting the UMB Account Management 

website4. 

b. Users should not change their passwords by using Ctrl-Alt-Delete unless instructed 

to do so by NACS staff.  

c. Users may request a new password for their account if they forget their current 

password by using the Expired or Forgot Your Password link on the UMB Account 

Management website.5 

d. Users may request a new password for their account if they forget their current 

password or if their account has been disabled due to inactivity, i.e., not logged into 

for six months. 

e. Call the Help Desk at 410-706-HELP (4357) and request a work ticket for a 

password change. 

 
F. UMSON Email Policy Violations 
 

1.   Unacceptable Use 
a. Executables and Scripts  

It is the intent of UMSON NACS to provide UMSON account holders with 

sufficient services and utilities to perform the intended communication tasks. 

Account holders will not be permitted to run scripts or executable programs on the 

system, other than those provided by the system administrators. When an 

unauthorized executable is found, it will be deleted. 
b. Shells 

Account holders are not permitted interactive (shell) access to the system. 
 

 

2.   Corrective Actions 

Violations of the UMSON email policy will be referred to the assistant dean for 

information and learning technologies and/or the dean for review and possible 

corrective action, which may include the following: 

                                                 
4 https://directory.umaryland.edu/  
5 https://directory.umaryland.edu/  

https://directory.umaryland.edu/
https://directory.umaryland.edu/
https://directory.umaryland.edu/
https://directory.umaryland.edu/
https://directory.umaryland.edu/
https://directory.umaryland.edu/


 

 
a. First Offense 

Email user is sent a message from a UMSON NACS Systems Administrator 

informing them of the violation. Appropriate actions to return the system to 

authorized status and levels will be taken by the user or by the UMSON System 

Administrator depending on the action needed. Users are required to bring their own 

email accounts to the authorized levels if that is the policy violation. The user is 

informed of what action will be taken if there is a second offense. 

b. Second Offense 

The email user’s account or network access is disabled for up to two weeks. The 

user will not be able to send or receive email during that time. A notification is sent 

to the appropriate person and to the department chair or supervisor. If the violation 

is related to exceeding email mailbox size, the user is responsible for decreasing the 

size to the authorized level but will not be able to send or receive until the account 

freeze is lifted. Appropriate security actions will be taken by UMSON 

administrative personnel, for example, to delete an executable. User and supervisor 

or department chair is informed of what action will be taken for a third offense. 

c. Third Offense 

The user’s account or network access is disabled for up to six months. A 

notification is sent to the appropriate person and the supervisor or department chair. 

Appropriate action, such as deleting an executable, is taken. 

 

Note: Departmental offices or unit administrative offices may request certain 

exemptions to the email policies by contacting the Help Desk and opening a work ticket 

stating the request, along with a business reason. 

 
G. Multiple Sessions 

 
Account holders are allowed multiple login sessions until system performance demands that the 

systems administrator place a limit on the number of sessions a user may have. 

 
H. Email File Restoration 
 

Email files that are accidentally deleted cannot be restored.  

 
APPENDICES 

 
A. Password Example 

 

 
DATE AND SIGNATURE 
 

 

Date: August 12, 2020 
 

Approved by the Dean:  
 

 



 

Appendix A: 

Examples of Passwords 
 

A secure password is not the word “password,” user’s name, user’s date of birth or Social Security 

number, pet name, or other easily known name.  

Example of Nonsecure:  Smiling 

Example of Secure:  5mIlIng!A 

A secure password has complexity (number, lower- and uppercase letters, and a character) but is not 

hard to remember. 
 


